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Setting the scene 
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Trade secrets in a digital environment 



Setting the scene – why are we here? 
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Trade Secret protection 
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What did the European Directive bring? 
 



Trade Secrets Directive 

 TRIPs treaty  
 Recognising trade secrets since 1994 (art. 39.2) 
 Big demand by industry 

 

 EU Trade Secrets directive (2016-2018) 
 

 Other recent legal changes throughout the world 
 Japan changes its Unfair Competition Prevention Act (2015) 
 US Defend Trade Secrets Act (2016) 
 China changes Anti-Unfair Competition Law (2019) 

 
 

Awareness  
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Trade Secrets Directive 

Four areas of harmonisation  
• Definition of a 'trade secret' 

• Articulates circumstances in which the acquisition, use or disclosure is lawful/unlawful 

• Measures the Courts can use to protect trade secrets during legal proceedings 

• Remedies available after unauthorised acquisition, use or disclosure of trade secrets 

 
Not "full" harmonization  
(minimum harmonisation, so more extensive protection is permitted in national law) 

 
Does not address criminal law  
(but some Member States have used the opportunity to update their criminal law) 

 
No new tools for collection of evidence 
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Structure 



• Information which meets all of the following requirements 
 

a) it is secret in the sense that it is not, as a body or in the precise configuration and 
assembly of its components, generally known among or readily accessible to 
persons within the circles that normally deal with the kind of information in 
question; 
 

b) it has commercial value because it is secret; 
 

c) it has been subject to reasonable steps under the circumstances, by the person 
lawfully in control of the information, to keep it secret. 
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'Trade secret' – one definition 



'Trade Secret' – broad definition  

? 

Product prices/ 
customer lists  

Know-how 

Formulae/algo
rithms 

Data 
packages 

Supply chain 
details 

New 
inventions 

Production 
processes/met

hods 
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Trade secret protection: entire life cycle 

Aquisition 
 

• Unauthorised access/copy 
• Theft 
• Bribery 
• Deception 
• … 

Commercialising of infringing goods  
 

• Produce, offer, market, import, export or store  
• Significantly benefit from TS 
• Knew or should have  known  illicit use 

Use or disclosure 
 

• Acquired TS unlawfully 
• Breached confidentiality agreement 
• Breached legal contractual duty 

Acquisition, use or disclosure 
 

• of a TS obtained (in)directly from 3rd party 
• if 3rd party used or disclosed the TS unlawfully 
• and one knew or should have known that 
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Trade Secrets enforcement 
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Some practical issues and considerations  



Practical issues with enforcement 

 
• Proving confidentiality/breach 

- Burden of proof ? 
• A trade secret exists 
• The applicant is the trade secrets holder 
• A breach has occurred 

 
• Difficulties in collecting appropriate evidence 

• In essence a self-proclaimed right (+ a negative fact) 
• Breach within the confinement of another company's premises 
• Clash of fundamental interests: finding proof v (employee) privacy 

 
• Legal means for obtaining/preserving evidence vary significantly 

• Evidentiary seizure mostly un-available (exc. descrizione) 
• Forensic evidence likely to be essential 
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Evidence 

Bird & Bird LLP 2020 



Practical issues with enforcement 

 

• Protection of trade secrets during proceedings 
- Confidentiality clubs 
- Hearings within chambers 
- Several versions of judgment 
- General confidentialitity obligation 

 

• Broad implementation in some countries 
- Plaintiff and defendant 
- Different areas of law 
- A new dynamic altogether? 
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Secrecy in court proceedings 



Practical issues with enforcement 

• Provisional measures & remedies 
- Injunctive relief normally most important 
- Return/destruction of documents/data 
- Damages – quantification issues 

 
 

• Introducing: the concept of "infringing goods" 
 
"goods the design, characteristics, functioning, production process or marketing of 
which significantly benefits from trade secret unlawfully acquired, used or disclosed" 

 
- Secondary infringers (where does it stop?) 
- Forum shopping 

Slide 13 

Appropriate relief 



Practical issues with enforcement 
 
 
• Prime condition to qualify as a legal trade secret  

- required to comply with legal standard (next to being secret and having value) 
- directive is written from perspective of trade secret holder, "controlling" a trade secret 
 

• Evidence:   
- aids in proving a given acquisition, use or disclosure is unlawful (art. 4 TS Directive) 
- the "honestly acquired skills" problem 

 

• Relief:  
- affects availability of (interim + final) relief other than damages (art. 11/13 Directive) 

 

• In practice:  
- indispensible measure to effectively safeguard valuable assets 

 
 

Reasonable steps 
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Practical issues with enforcement 

 

Factors include:   
• How information is sourced and accessed  
• Degree of protection ascribed; 
• The value ascribed (subjectively & objectively)  
 

No magic ingredients… 
• You make it work for yourself (or not) ! 
 

Circumstances change… 
• Review and update   

 
 

Slide 15 

Reasonable steps: company policies scrutinised ex post 



Practical issues with enforcement 

• Specialisation -> outsourcing -> longer chain -> more inherent risk 
 

• More employee/employer mobility (less loyalty?)  
 

• Globalisation, delocalisation, more/new competition 
 

• Proliferation of digital technologies 
• Communication means -> smaller world; ease and speed of copying 
• Reverse engineering has just become very easy (e.g. 3D printing) 
 

• New threats (e.g. cybercrime) 
 

 

Policies - review & adapt 
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Practical issues with enforcement - new reality 



Practical issues with enforcement 
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• Legislative frameworks can only work 

when they are use and accompanied 
by concrete measures 
 

• Contracts are not enough. What is 
required is a professional, thought-
through policy 
 Organisation 
 Technical/IT 
 Legal measures  

 
• Prevention is better than any cure 

 

  

    

For more effective 
protection, go here 

Legal 

Set-up 

IT 

Policies - the main message 



Questions? 
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twobirds.com 
The information given in this document concerning technical legal or professional subject matter is for guidance only and does not constitute legal or professional 
advice.  Always consult a suitably qualified lawyer on any specific legal problem or matter. Bird & Bird assumes no responsibility for such information contained in 
this document and disclaims all liability in respect of such information. 

This document is confidential.  Bird & Bird is, unless otherwise stated, the owner of copyright of this document and its contents. No part of this document may be 
published, distributed, extracted, re-utilised, or reproduced in any material form. 

Bird & Bird is an international legal practice comprising Bird & Bird LLP and its affiliated and associated businesses. 

Bird & Bird LLP is a limited liability partnership, registered in England and Wales with registered number OC340318 and is authorised and regulated by the 
Solicitors Regulation Authority. Its registered office and principal place of business is at 12 New Fetter Lane, London EC4A 1JP. A list of members of Bird & Bird LLP 
and of any non-members who are designated as partners, and of their respective professional qualifications, is open to inspection at that address. 

Thank you 

Domien Op de Beeck 
Counsel (Brussels) 
 

Tel: +32 (0)2 282 60 46 

dop@twobirds.com 
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